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Self-Configuration of Nodes in a Distributed Message-Based Operating Syster. 



RELATED INVENTIONS 

The present invention is related i 
assignee of the present invention: 
1 . Title : Nested Contexts 



e following invention 



;, all filed < 



n May 6, 198S and all ; 



Inventors: 
Serial No.: 
2. Title: 



3.Title: 



and Data Access Transparency 



Virtual Single Machine 
Andrew Kun, Frank Kolnick, Bruce Mansfield 
730,903 

Computer System with Data Residence Transparency a 
Andrew Kun, Frank Kolnick, Bruce Mansfield 
730.92S 

Network Interface Module with Minimized Data Paths 
Bernhard Weisshaar, Michael Barnea 
730,621 

Method of inter-Process.Communication in a Distributed Data Processing System 
Bernhard Weisshaar, Andrew Kun, Frank Kolnick, Bruce Mansfield 
730,892 

Logical Ring in a Virtual Single Machine 
Andrew Kun, Frank Kolnick, Bruce Mansfield 
730,923 

Virtual Single Machine With Message-Like Hardware Interrupts and Processor Exceptior 
■ Andrew Kun, Frank Kolnick, Bruce Mansfield 
730,922 

ivention is also related to the following inventions, all filed on e 
Jgned to the assignee of the present invention: 

7. Title: Computer Human Interface Comprising User-Adjustable Windov 
Information 
Inventor: 
Serial No.: 

8. Title: 
Inventor: 
Serial No.: 

9. Title: 



Serial No.: 

4. Title: 
inventors: 
Serial No.: 

5. Title: 
Inventors: 
Serial No.: 

6. Title: 
Inventors: 
Serial No.: 

The present ir 



i date h 



v for Displaying or Printing 



Frank Kolnick 
000,525 

Computer Human Interface With Multi-Application Display 
Frank Kolnick 
000,620 

Object-Oriented Software Architecture Supporting Input/Output Device Independer 
Inventor: Frank Kolnick 
Serial No.: 000,619 

10. Title: Process Traps in a Distributed Message-Based Operating System 
Inventors: GaborSimor 
Serial No.: 000,624 

12. Title: Computer Human Interface with Multiple Independent Active Pictures and Windows 
Inventors: Frank Kolnick 
Serial No.: 000,625 



TECHNICAL FIELD 

45 This invention relates generally to digital data processing, and, in particular, to a distributed operating 
system which configures the resources required for each node in real time. 

BACKGROUND OF THE INVENTION 
The present invention is implemented in a distributed data processing system - that is, two or more data 
so processing systems which are capable of functioning independently but which are sc coupled as to send and 

receive messages to and from one another. 

Local Area Network (LAN) is an example of a distributed data processing system. A typical LAN comprises a 

number of autonomous data processing "nodes", each comprising at least a processor and memory. Each 

node is capable of conducting data processing operations independently, In addition, each node is coupled 
55 (by appropriate means such as a twisted wire pair, coaxial cable, fiber optic cable, etc.) to a network of other 

nodes which may be, for example, a loop star, tree etc., depending upon the design considerations. 
As mentioned above, the present invention finds utility in such a distributed data processing system, since 

there is a need in such a system for processes which are executing or which are to be executed in the 

individual nodes to share data and to communicate data among themselves. 
SO A "process", as used within the present invention, is defined as a self-contained package of data and 

executable procedures which operate on that data, comparable to a "task" in other known systems. Within the 

present invention a process can be thought of as comparable to a subroutine in terms of size, complexity, and 

the way it is used. The difference between processes and subroutines is that processes can be created and 
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destroyed dynamically and can execute concurrently with their creator and other "subroutines:. 

Within a process, as used in the present invention, the data is totally private and cannot be accessed from 
the outside, i.e., by other processes. Processes can therefore be used to implement 'objects', 'modules', or 
other higher-level data abstractions. Each process executes sequentially. Concurrency is achieved through 
multiple processes, possibly executing on multiple processors. 5 

Every prcfcess in the distributed data processing system of the present invention has a unique identifier 
(PID) by which it can be referenced. The PID is assigned by the system when the process is created, and it is 
used by the system to physically locate the process. 

Every process also has a non-unique, symbolic "name*, which is a variable-length string of characters. In 
general, the name of a process is known system-wide. To restrict the scope of names, the present invention w 
utilizes the concept of a "context". 

A "context" is simply a collection of related processes whose names are now known outside of the context. 
Contexts partition the name space into smaller, more manageable subsystems. They also "hide" names, 
ensuring that processes contained in them do not unintentionally conflict with those irs other contexts. 

A process in one context cannot explicitly communicate with, and. does not know about, processes inside 75 
other contexts. All interaction across context boundaries must be through a "context process", thus providing 
a degree of security. The context process often acts as a switchboard for incoming messages, rerouting them 
to the appropriate sub-processes in its context. 

A context process behaves like any other process and additionally has the property that any processes 
which it creates are known only to itself and to each other. Creation of the process constitutes definition of a so 
new context with the same name as the process. 

Any process can create context processes. Each new context thus defined is' completely contained inside 
the context in which it was created and therefore is shielded from outside reference. This "nesting allows the 
name space to be structured hierarchically to any desired depth. 

Conceptually, the highest level in the hierarchy is the system itself, which encompasses all contexts. 25 
Nesting is used in top-down design to break a system into components or "layers", where each layer is more 
detailed than the preceding one. This is analogous to breaking a task down into subroutines, and in fact many 
applications which are single tasks on known systems may translate to multiple processes in nested contexts. 

A "message" is a buffer containing data which tells a process what to do and/or supplies it with information 
it needs to carry out its operation. Each message buffer can have a different length {up to 64 kilobytes). By so 
convention, the first field in the message buffer defines the type of message (e.g., "read", "print", "status", 
"event", etc.). 

Messages are queued from one process to another by name or PID. Queuing avoids potential 
synchronization problems and is used instead of semaphores, monitors, etc. The sender of a message Is free 
to continue after the message is sent. When the receiver attempts to get a message, it will be suspended until 33 
one arrives if none are already waiting in its queue. Optionally, the sender can specify that it wants to wait for a 
reply and is suspended until the specific message arrives. Messages from any other source are not dequeued 
until after that happens. 

Within the present invention, messages are the only way for two processes to exchange data. There is no 
concept of a "global variable". Shared memory areas are not allowed, other than through processes which 40 
essentially "manage" each area by means of messages. Messages are also the only form of dynamic memory 
that the system handles. A request to allocate memory therefore returns a block of memory which can be used 
locally by the process but can also be transmitted to another process. 

Messages provide the mechanism by which hardware transparency is achieved. A process located 
anywhere in the system may send a message to any other process anywhere else in the system (even on 46 
another processor) if it knows the process name. This means that processes can be dynamically distributed 
across the system at any time to gain optimal throughput without charging the processes which reference 
them. Resolution of destinations is done by searching the process name space. 

The context nesting level determines the "scope of reference" whan sending messages between processes 
by name. From a given process, a message may be sent to all processes at its own level (i.e., in the same so 
context) and (optionally) to any arbitrary higher level. The contexts are searched from the current context 
upward until a match is found. All processes with the given name at -that level are then sent a copy of the 
message. A process may also send a message to itself or to its parent (the context process) without knowing 
either name explicitly, permitting multiple instances of a process to exist in different contexts, with different 
names. 55 

Sending messages by PID obviates the need for a name search and ignores context boundaries. This is the 
most efficient method of communicating. 

It is known in the data processing arts to utilize an expert system to configure the optimum data processing 
hardware and software components for shipment to a customer based upon the customer's order. However, 
such configuration is performed off-line by an independent data processing system. eo 

It is also known to change the number and specific configuration of nodes in a distributed system. However, 
this capability has previously been able to be performed only by taking the system down, making the 
necessary changes to the operating system, recompiling, and relinking. It could not be performed in real-time. 

There is thus a significant need to be able to provide within a data processing operating system the ability to 
configure quickly and efficiently the various resources required by each node. Examples of such resources ss 
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are, for example, terminal ports, windows, files, processes, and I/O devices. Basically in the data processing 
system of the present invention what is mean! by a resource is a logic- device which is available to an 
application. A resource need not necessarily be related to a physical device. 

5 BRIEF SUMMARY OF INVENTION 

Accordingly, it is an object of the present invention to provide a data processing system having an improved 
operating system. 

It is also an object of the present invention to provide an improved data processing system having an 
operating system which allows resources at any node to be quickly and efficiently configured. 

10 It is another object of the present invention to provide an improved data processing system having an 
operating system which allows resources at any node to be configured at the start-up time or at run-time. 

It is yet object of the present invention to provide an improved data processing system having an operating 
system wherein resources can be added or modified at a given node at start-up time or at run-time without 
adversely affecting the remainder of the system. 

15 These and other objects are achieved in accordance with a preferred embodiment of the invention by 
providing in a distributed data processing system comprising a plurality of interconnected nodes, at least one 
of said nodes comprising a set of resource configuration rules for configuring resources on any node of the 
system, a method of configuring resources for a specific node of the system, the method comprising the steps 
of a) providing to the specific node a resource definition message and b) utilizing the resource definition 

20 message to configure a resource server module for each resource type needed by the specific node. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention is pointed out with particularity in the appended claims. However, other features of the 
invention will become more apparent and the invention will be best understood by referring to the following 
25 detailed description in conjunction with the accompanying drawings in which: 

FIG. 1 shows a representational illustration of a single network, distributed message-based data 
processing system of the type incorporating the present invention. 

FIG. 2 shows a block diagram illustrating a multiple-network, distributed message-based data 
processing system of the type incorporating the present invention. 
30 FIG. 3 shows an architectural model of a data processing system of the type incorporating the present 

invention. 

FIG. 4 shows the relationship between software contexts and processes as they relate to the present 
invention. 

FIG. 5 show how messages may be sent between processes within nested contexts. 
35 FIG. 6 shows the standard format of a message in a distributed data processing system of the type 

incorporating the present invention. 

FIG. 7 shows how Resource Template Messages, Node Definition Messages, and Resource Server 
Modules are used in the present invention. 

FIG. 8 shows in flow diagram form how Resource Definition Messages are generated to a Resource 
40 Sender Module. 

FIG. 9A shows a flowchart illustrating the Initial Resource Processing module of the present invention. 
FIG. 9B shows a flowchart illustrating the Instantiate Resource module of the present invention. 
FIG. 9C shows a flowchart illustrating a module to Derive Resource Definition Message from Resource 
Template. 

45 FIG. 9D shows a flowchart illustrating a module to Check Resource Attributes in this Node 

Environment. 

OVERVIEW OF COMPUTER SYSTEM 
With reference to FIG. 1, a distributed computer configuration is shown comprising multiple nodes 2-7 
SO (nodes) loosely coupled by a local area network (LAN) 1 . The number of nodes which may be connected to the 
network is arbitrary and depends upon the user application. Each node comprises at least a processor and 
memory, as will be discussed in greater detail with reference to FIG. 2 below. In addition, each node may also 
include other units, such as a printer 8, operator display module (ODM) 9, mass memory module 13, and other 
I/O device 10. 

55 With reference now to FIG. 2, a multiple-network distributed computer configuration is shown. A first local 
area network LAN 1 comprises several nodes 2,4, and 7. LAN 1 is coupled to a second local area network 
LAN 2 by means of an Intelligent Communications Module (ICM) 50. The Intelligent Communications Module 
provides a link between the LAN and other networks and/or remote processors (such as programmable 
controllers). 

60 LAN 2 may comprise several nodes (not shown) and may operate under the same LAN protocol as that of 
the present invention, or it may operate under any of several commercially available protocols, such as 
Ethernet; MAP, the Manufacturing Automation Protocol of General Motors Corp.; Systems Network 
Architecture (SNA) of International Business Machines, Inc.; SECS-II; etc. Each ICM 50 is programmable for 
carrying out one of the above-mentioned specific protocols. In addition, the basic processing module of the 

85 node itself can be used as .an intelligent peripheral controller (IPC) for specialized devices. 
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LAN 1 is additionally coupled to a third local area network LAN 3 via ICM 52. A process controller 55 is also 
coupled to LAN 1 via ICM 54. 

A representative node N (7, FIG. 2) comprises a processor 24 which, in a preferred embodiment, is a 
processor from the Motorola 68000 family of processors. Each node further includes a read only memory 
(ROM) 28 and a random access memory (RAM) 26. In addition, each node includes a Network Interface 
Module (NIM) 21, which connects the node to the LAN. and a Bus Interface 29, which couples the node to 
additional devices within a node. While a minimal node is capable of supporting two peripheral devices, such 
as an Operator Display Module (ODM) 41 and an I/O Module 44, additional devices (including additional 
processors, such as processor 27) can be provided within a node. Other additional devices may comprise, for 
example, a printer 42, and a massstorage module 43 which supports a hard disk and a back-up device (floppy 
disk or streaming tape drive). 

The Operator Display Module 41 provides a keyboard and screen to enable an operator to input information 
and receive visual information. 

While a single node may comprise all of the above units, in the typical user application individual nodes will 
normally be dedicated to specialized functions. For example, one or more mass storage nodes may ba set up 
to function as data base servers. There may also be several operator' consoles and at. least one node for 
generating hard-copy printed output. Either these same nodes, or separate dedicated nodes, may execute 
particular application programs. 

The system is particularly designed to provide an integrated solution for factory automation, data 
acquisition, and other real-time applications. As such, it includes a full complement of services, such as a 
graphical output, windows, menus, icons, dynamic displays, electronic mail, event recording, and file 
management. Software development features include compilers, a window-oriented editor, a debugger, and 
performance-monitoring tools. 

Local Area Network 

The local area network, as depicted in either FIG.1 or FIG. 2, ties the entire system together and makes 
possible the distributed virtual machine model described below. The LAN provides high throughput, 
guaranteed response, reliability, and low entry cost. The LAN is also autonomous, in the sense that all system 
and applications software is unaware of its existence. For example, any Network Interface Module (e.g. NIM 21, 
FIG. 2) could be replaced without rewriting any software other than that which directly drives it. 

The LAN interconnection medium may be twisted-pair or coaxial cable. Two channels (.logically, two distinct 
networks) may be provided for reliability and for increased throughput. 

The LAN architecture is a logical ring, in which an electronic "token" is constantly passed from node to node 
at high speed. The current holder of the token may use it to send a "frame" of data or may pass it on to the next 
node in the ring. The NIM only needs to know the logical address and status of its immediately succeeding 
neighbor. The NIM's responsibility is limited to detecting the failure of that neighbor or the Inclusion of a new 
neighbor. In general, adjustment to failed or newly added nodes is automatic. 

The network interfaces maps directly into the processor's memory. Data exchange occurs through a 
dual-ported buffer pool which contains a linked list of pending "frames". Logical messages, which vary in 
length are broken into fixed-size frames for transmission and are reassembled by the receiving NIM. Frames 
are sequence-numbered for this purpose. If a frame is not acknowledged within a short period of time, it is 
retransmitted a number of times before being treated as a failure. 

As described above with reference to FIG. 2, the LAN may be connected to other LAN's operating under the 
same LAN protocol via so-called "bridgeways", or it 'may be connected to other types of LAN's via "gateways". 

Software Model 

The computer operating system of the present invention operates upon processes, messages, and 
contexts, as such terms are defined herein. Thus this operating system offers the programmer a hardware 
abstraction, rather than a data or control abstraction. 

Processes are referenced without regard to their physical location via a small set of message-passing 
primitives. As mentioned earlier, every process has both a unique system-generated identifier and a not 
necessarily unique name assigned by the programmer. The identifier provides quick direct access, while the 
name has a limited scope and provides symbolic, indirect access. 

With reference to FIG. 3, an architectural model of the present invention is shown. The bottom, or hardware, 
layer 63 comprises a number of processors 71-76, as described above. The processors 71-76 may exist 
physically within one or more nodes. The top, or software, layer 60 illustrates a number of processes P1-P1Q 
which send messages m1-m6 to each other. The middle layer 61, labelled "virtual machine", isolates the 
hardware from the software, and it allows programs to be written as if they were going to be executed on a 
single processor. Conversely, programs can be distributed across multiple processors without having been 
explicitly designed for that purpose. 

The Virtual Machine 

As discussed earlier, a "process" is a self-contained package of data and executable procedures which 
operate on that data. The data is totally private and cannot be accessed by other processes. There Is no 
concept of shared memory within the present invention. Execution of a process is striotiy sequential. Multiple 
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processes execute concurrently and must be scheduled by the operating system. The processes can be 
re-entrant, in which case only one copy of the code is ioaded even if multiple instances are active. 

Every process has a unique "process identifier number" (PID) by which it can be referenced. The PID is 
assigned by the system when the process is created and remains in effect until the process terminates. The 
5 FID assignment contains a randomizing factor which guarantees that the PID will not be re-used in the near 
future. The contents of the PID are irrelevant to the programmer but are used by the virtual machine to 
physically locate the process. A PID may be thought of as a "pointer" to a process. 

Every process also has a "name" which is a variable-length string of characters assigned by the 
programmer. A name need not be unique, and this ambiguity may be used to add new services transparently 

10 and to aid in fault-tolerance. 

FIG. 4 illustrates that the system-wide name space is partitioned into distinct subsets by means of 
"contexts" identified by reference numerals 90-92. A context is simply a coltection of related processes whose 
names are not known outside of the context. Context 90, for example, contains processes A, a, a, b, c, d, and 
e. Context 91 contains processes B, a, b, c, and f. And context 92 contains processes C, a, c, 6. and x. 

75 One particular process in each context, called the "context process", is known both within the context and 
within the immediately enclosing one (referred to at its "parent context"), in the example illustrated in FIG. 4, 
processes A-C are context processes for contexts 90-92, respectively. The parent context of context 91 is 
context 90, and the parent context of context 92 is context 91. Conceptually, the context-process is located on 
the boundary of the context and acts as a gate into it. 

SO Processes inside context 92 can reference any processes inside contexts 90'and 91 by name. However, 
processes in context 91 can only access processes in context 92 by going through the context process C. 
Processes in context 90 can only access processes in context 92 by going throuah context processes B and 
C. " 
The function of the context process is to filter incoming messages and either reject them or reroute them to 

25 other processes in its context. Contexts may be nested, allowing a hierarchy of abstractions to be 
constructed. , A context must reside completely on one node. The entire system is treated as an 
all-encompassing context which is always present and which is the highest level in the hierarchy. In essence, 
contexts define localized protection domains and greatly reduce the changes of unintentional naming 
conflicts. 

30 If appropriate, a process inside one context can be "connected" to one inside another context by 
exchanging PID's, once contact has been established through one or the other of the context processes. 
Most process servers within the present invention function that way. Initial access is by name. Once the 
desired function (such as a window or file) is "opened", the user process and the service communicate directly 
via PID's. 

35 A "message" is a variable-length buffer (limited only by the processor's physical memory size) which carries 
information between processes. A header, inaccessible to the programmer, contains the destination name 
and the sender's PID. By convention, the first field in a message is a null-terminated string which defines the 
type of message (e.g., "read", "status", etc.) Messages are queued to the receiving process when they are 
sent. Queuing ensures serial access and is used in preference to semaphores, monitors, etc. 

40 Messages provide the mechanism by which hardware transparency is achieved. A process located 
anywhere in the virtual machine can send a message to any other process if it knows its name. Transparency 
applies with some restrictions across bridgeways (i.e., the interfaces between LAN's operating under identical 
network protocols) and, in general, not all across gateways (i.e., the interfaces between LAN's operating under 
different network protocols) due to performance degradation. However, they could so operate, depending 

45 upon the required level of performance. 

With reference now to FIG. 5, the relationship of external events to processes will now be described. The 
virtual machine makes devices look like processes. For example, when an interrupt occurs in an external 
device 101 , the virtual machine kernel 61 queues an interrupt message 1 03 to a specific process 104, known as 
an "external event service process" (EESP), functioning as the device manager. For efficiency, the message is 

50 pre-allocated once and circulates between the EESP and the kernel. The message contains just enough 
information to indicate the occurrence of the event. The EESP performs all hardware-specific functions related 
to the event, such as setting control registers, moving data 105 to a user process 106, transmitting "Read" 
messages from the user process 106, etc., and then "releasing" the interrupt. 
To become an EESP, a process issues a "connect" primitive specifying the appropriate device register(s). It 

55 must execute a "disconnect" before it exits. Device-independence is achieved by making the message 
protocol between EESP's and applications processes the same wherever possible. 

Inter-Process Communication 
All inter-process communication is via messages. Consequently, most of the virtual machine primitives are 
60 concerned with processing messages. The virtual machine kernel primitives are the following: 
ALLOC- requests allocation of a (message) buffer of a given size. 
FREE- requests deallocation of a given message buffer. 
PUT- end a message to a given destination (by name of PID). 

GET- wait for and dequeue the next incoming message, optionally from a specific process (by PID). 
65 FORWARD- pass a received message' through to another process. 
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CALL - sand a message, then wait for and dequeue the reply. 
REPLY- send a message to the originator of a given message. 

ANY MSG - returns "true" if the receive queue is not empty, else returns "false": optionally, checks if any 

messages from a specific PID are queued. 

To further describe the function of the kerne! primitives, ALLOC handles all memory allocations. It returns a 
pointer to a buffer which can be used for local storage within the process or which can be sent to another 
process (via PUT, etc.). ALLOC never "fails", but rather waits until enough memory is freed to satisfy the 

The PUT primitive queues a message to another process. The sending process resumes execution as soon 
as the message is queued. 

FORWARD is used to quickly reroute a message but maintain information about the originaJ sender 
(whereas PUT always makes the sending process the originator of the message). 

REPLY sends a message to the originator of a previously received message, rather than by name or PID. 
' CALL essentially implements remote subroutine invocations, causing the caller to suspend until the receiver 
executes a REPLY. Subsequently, the replied message is dequeued out of sequence, immediately upon 
arrival, and the caller resumes execution. 

The emphasis is on concurrency, so that as many processes as possible are executed in parallel. Hence 
neither PUT nor FORWARD waits for the message to be delivered. Conversely, G£Tsuspends a process until 

a message arrives and dequeues it in one operation. The ANY MSG primitive is provided so that a process 

may determine whether there is anything of interest in the queue before committing itself to a GET. 

When a message is sent by name, the destination process must be found in the name space. The search 
path is determined by the nesting of the contexts in.which the sending process resides. From a given process, 
a message can be sent to all processes in its own context or (optionally) to those in any higher context. Refer 
to FIG. 6. The contexts are searched from the current one upward until a match is found qr until the system 
context is reached. All processes with the same name in that context are then queued a copy of the message. 

For example, with reference to FIG. 6. assume that in context 141 process y_ sends a message to ALL 
processes by the name x. Process y_ first searches within its own context 141 but finds no process x. The 
process y_ searches within the next higher context 131 (its parent context) but again finds no process x. Then 
process y searches within the next higher context 110 and finds a process x, identified by reference numeral 
112. Since it is the only process x in context 110, it is the only recipient of the message from process y_. 

If process a in context 131 sends a message to ALL processes by the name x, it first searches within its own 
context 131 and, finding no processes x there, it then searches within context 1 10 and finds process x. 

Assume that process b in context 131 sends a message to ALL processes by the name A. It would find 
process A (111) in context 110, as well as process A (122) which is the context process for context 121. 

A process may also send a message to itself or to its context process without knowing either name 
explicitly. 

The concept of a "logical ring" (analogous to a LAN) allows a message to be sent to the NEXTprocess in the 
system with a given name. The message goes to exactly one process in the sender's context, if such a process 
exists. Otherwise the parent context is searched. 

The virtual machine guarantees that each NEXT transmission will reach a different process and that 
eventually a transmission will be sent to the logically "first" process (the one that sent the original message) in 
the ring, completing the loop. In other words, all processes with the same name at the same level can 
communicate with each other without knowing how many there are or where they are located. The logical ring 
is essential for distributing services such as a data base. The ordering of processes in the ring is not 
predictable. 

For example, if process a (125) in context 121 sends a message to process a using the NEXT primitive, the 
search finds a first process a (124) in the same context 121 . Process a (124) is marked as having received the 
message, and then process a (124) sends -the message on to the NEXT process a (123) in context 121. 
Process a (123) is marked as having received the message, and then it sends the message oh to the NEXT 
process a, which is the original sender process a (125), which knows not to send It further on, since it's been 
marked as having already received the message. 

Sending messages directly by PID obviates the need for a name search and ignores context boundaries. 
This is known as the DIRECT mode of transmission and is the most efficient. For example, process A (111) 
sends a message in the DIRECT mode to process y in context 141. 

If a process sends a message in the LOCAL transmission mode, it sends it only to a process having one 
given name in the sender's own context. 

In summary, including the DARECftransnriission mode, there are five transmission modes which can be used 
with the PUT, FORWARD, and CALL primitives: 

ALL - to ail processes with the given name in the first context which contains that name, starting with the 
sender's context and searching upwards through all parent contexts. 
LOCAL - to ail processes with the given name in the sender's context only, 

NEXT- to the next process with the given name in the same context as the sender, if any; otherwise it 
searches upwards through ail parent contexts until the name is found. 

LEVEL - sends to "self" (the sending process) or to "context* (the context process corresponding to the 
sender's context); "serf cannot be used with CALL primitive. 



DIRECT- sent by P1D. 

Messages are usually transmitted by queueing a pointer to the buffer containing the message. A message is 
only copied when there are multiple destinations or when the destination is on another node. 

Operating System 

The operating system of the present invention consists of a kernel, which implements the primitives 
described above, plus a set of processes which provide process creation and termination, time management 
(set time, set alarm, etc.) and which perform node start-up and configuration. Drivers for devices are also 
implemented as processes (EESP's), as described above. This allows both system services and device drivers 
to be added or replaced easily. The operating system also supports swapping and paging, although both are 
invisible to applications software. 

Unlike known distributed computer systems, that of the present invention does not use a distinct "name 
server" process to resolve names. Name searching is confined to the kernel, which has the advantage of being 

A minimal bootstrap program resides permanently (in ROM) on every node, e.g, ROM 28 in node N of FIG. 2. 
The bootstrap program executes automatically when a node is powered up and begins by performing basic 
on-board diagnostics. It then attempts to find and start an initial system code module. The module is sought on 
the first disk drive on the node, if any. If there isn't a disk, and the node is on the LAN, a message will be sent 
out requesting the module. Failing that, the required software must be resident in ROM. The initialization 
program of the kernel sets up all the kernel's internal tables and then calls a predefined entry point of the 
process. 

Thus there is no well-defined meaning for "system up" or "system down" - as long as any node is active, the 
system as a whole may be considered to be "up". Nodes can be shut down or started up dynamically without 
affecting other nodes on the network. The same principle applies, in a limited sense, to peripherals. Devices 
which can identify themselves with regard to type, model number, etc. can be added or removed without 

Standard Message Format 

FIG. 6 shows the standard format of a message in a distributed data processing system of the type 
incorporating the present invention. The message format comprises a message i.d. portion 150: one or more 
"triples" 151, 153, and 155; and an end-of-message portion 160. Each "triple" comprises a group cf three 
fields, such as fields 156-158. 

The first field 155 of "triple" 151, designated the PORT field, specifies that the data field represents the name 
of the process to be created. The second field 157 of "triple" 151 gives the size of the data field. The third field 
158 is the data field. 

The first field 159 of "triple" 153, designated the PNTF field, specifies that the data field represents the name 
of the process to notify when the process specified in the PORT field has been created. 

A message can have any number of "triples", and there can be multiple "triples" in the same message 
containing PORT and PNTF fields, since several processes may have to be created for the same resource. 

As presently implemented, portion 150 is 16 bytes in length, field 156 is C bytes, field 157 is 4 bytes, field 158 
is variable in length, and EOM portion is 4 bytes. 

Resource/Connector Model 

The distributed system of the present invention may be viewed at several levels of complexity. The base level 
is the virtual machine, which defines and implements the device-independent architecture, consisting of virtual 
"instructions", i.e. the kernel primitives. 

Layered immediately above this, and closely related to it, is the process/message model which defines how 
programs are configured in the system and how they communicate with each other. 

Just above this level is a more abstract model dealing with "resources" and "connectors". As mentioned 
earlier, resources may be thought of as "logical devices". Resources are accessed through "connectors", 
which are essentially logical "pointers". 

An application must have a connector to a resource in order to interact with it. Connectors are granted and 
controlled by "resource manager processes", i.e. processes which can be requested to create, delete, etc. 

Resource manager processes respond to connector messages to "create" new resources and "delete" old 
ones, and to "open" an existing resource (i.e. ask for a connection to it) and later to "close" it (terminate, the 
connection to it). 

The response to creating a resource, or opening a connection to it, is a connect message. This message 
contains a service-independent connector data structure which uniquely identifies the resource. 

An application may create a new resource, or acquire access to an existing one, by making a request to the 
appropriate resource manager process. (Note that all resources remain controlled and protected by the 
resource manager process, and they are kept in its context.) As a result, a connector to the resource is 
returned to the application, allowing it to communicate directly with the resource. Note that, in general two 
. connectors are required - one for the resource manager process, and one for the resource (although in many 
' ' 3 manager process can be accessed by name). 



When a connector is received in a message, it identifies a specific resource to which the receiving process 
has access. The entire connector must be copied into subsequent request messages to the resource. The 
messages themselves are usually sent in "direct" mode, passing the address of the connector. As mentioned 
above, messages to the resource's manager can be sent by name, rf appropriate, or via an explicit connector 
(to the manager), if available. 

Both "create" and "open" requests to the resource manager process usually expect a process name as a 
parameter, and both return a connection message. A "create" request without a name causes the service to 
generate a unique name. An "open" request using a connector instead of a name may be employed to access 
the resource differently or to gain access to a closely related resource. The "delete" and "close" requests may 
accept either an explicit connector to the resource or the resource's name. 

There are five formats for connection messages: "create", which requests the creation of a new resource; 
"open", which establishes a connection to an existing resource; "delete", which requests that a specified 
resource be removed from the system; "close* which requests that the connection to a resource be 
terminated; and "connect", which provides a connection to a resource. The "connect" message normally 
represents a response to a "create" or "open" request and is not generally sent unsolicited. 

Data exchange messages are another type of message used in the distributed system of the present 
invention. Data in any format is sent solely by means of the "write" message. Data is requested by the "read" 
message (to which "write" or "failed" are the only responses. 

Process which only generate data should respond with "failed* to "write* requests. Conversely, a write-only . 
resource should return "no data" (i.e. a "write" message without a data "triple") if it receives a "read" request. 

There are two formats for data exchange messages: "write*, which is used to send data; and "read", which 
is used to request data. A "write" message includes the source of the data, the destination resource, the 
originator of the data, the type of data (if known), and it contains a block of data. A "read" message includes 
the destination resource, an optional prompt string (which must be written exactly before any data is read), 
and a protect parameter which indicates that the input should be protected if possible. 

Appropriate status messages are used to convey the completion status of a request, or the current state of 
a service or resource. In the latter case, the status message may be requested explicitly or may be sent as the 
result of an synchronous event within the resource itself. 

There are four formats for status messages: "query", which asks for the current status of a resource; 
"done", which indicates that a previous request has successfully completed; "failed", which indicates that a 
previous request has not completed; and "status", which gives the status of a resource, either in response to 
"query" or as the result of an asynchronous condition. 

DETAILED DESCRIPTION OF THE INVENTION 

Resource Template Messages and Resource Definition Messages 

In the distribution system of the present invention there are one or more nodes. Each node comprises' a set 
of Resource Server Modules. A Resource Server Module is a process that controls one or more particular 
resources of the same class. For example a Resource Server Module may take the form of a data manager, 
human interface manager, network interface module (NIM), port manager, message server, debugger, console 
manager, event manager, command line interpreter, etc. Each Resource Server Module is run-time 
configurable in accordance with information contained within a Resource Definition Message. 

A Resource Service Module consists of at least one resource manager process described above in the 
section entitled "Resource/Connector Model", and it is also the granule of self-configuration of the node 
which is controtled by Resource Definition Messages. It is also fully responsible for autonomously configuring 
and controlling further possible processes within or outside of the context of the main resource manager 
process if it is necessary for serving the particular class of resources. 

The Resource Server Modules are themselves created by a Configuration Management Process resident on 
each node. It is the responsibility of the Configuration Management Process to select and create the Resource 
Server Modules for its node, and to compose and send the appropriate Resource Definition Messages to the 
Resource Server Module in accordance with the given configuration requirements. 

A Resource Definition Message is what provides all of the attributes of the resource to be served as well as 
all relevant attributes of the running environment. The Resource Definition Message tells how to configure the 
resource and tells the Resource Server Module what to do. Each Resource Definition Messages is derived 
from a Resource Template Message. 

A Resource Template Message is what defines the attributes of a resource for all node environments that 
are reasonable to expect. Resource Template Message contain the necessary rules and information for 
enabling each nodal subsystem to configure itself. A Resource Template Message Is a generic form of 
Resource Definition Message. There are generally a plurality of Resource Template Messages for the entire 
system. 

Configuration Control Attributes 

Each Resource Template Message, Resource Definition Message, and Node Definition Message comprises 
a set of attributes. An attribute includes an attribute name and an attribute value. 

Resource Template Messages contain a set of special attributes called the Configuration Control Attributes. 
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These attributes control the implementation of Resource Definition Messages from a Resource Template 
Message by the Configuration Management Process. 

The Configuration Control Attributes and their meanings are given as follows: 
FEATURE- the whole resource is conditional on a Node Definition Message attribute 
5 SUBSTITUTE - a Node Definition Message attribute value is to be used as a Resource Definition Message 
attribute 

CONDITIONAL - a Resource Definition Message attribute has values conditional on Node Definition Message 
attributes 

FILE- the content of a specific file is to be used as Resource Definition Message attribute value 
10 ADDRESS/NO ADDRESS - the whole resource is conditional on the existence or absence of a given bus 

PROCESS/NO PROCESS - the whole resource is conditional on the existence or absence of a process with a 
given name 

CREATE RSM - create a Resource Server Module 

15 NOTIFY RSM - send this Resource Definition Message to a Resource. Server Module 

GLOBAL - the Resource Server Module has to be transparently accessible in the network; if set, the 
synchronization and connection to this resource can be requested anywhere in the network where needed 
GROUP -the Resource Definition Message is the header of a group of resources 
CONNECTION - a Resource Template Message attribute to pool resources into a group 

20 OPTION -tells what to do if the resource service cannot be started 
UP EVENT- an attribute for reporting resource service availability 
SYNCH- another resource type which the resource service depends upon 

The FEATURE, SUBSTITUTE, CONDITIONAL, FILE, ADDRESS, NO ADDRESS, PROCESS, and NO 
PROCESS and attributes are the most important, and they are used by the Configuration Management 

25 Process to convert the Resource Template Messages into Resource Definition Messages. 

Node Template Messages and Node Definition Messages 

A Node Definition Message describes the concrete nods environment. Generally, there is one Node 
Definition Message for each node. Node Definition Messages are structured identically to Resource Definition 
30 Messages and Resource Template Messages. 

A Configuration Management Process composes and sends the appropriate Resource Definition Messages 
to the Resource Server Modules in accordance with the informational content of a Node Definition Message 
and all Resource Template Messages. That is, the Configuration Management Process on each node reads the 
Node Definition Message for that node, as well as all possible Resource Template Messages, and it generates 
35 the Resource Definition Messages for that node. 

FIG. 7 shows how Resource Template Messages, Node Definition Messages, and Configuration 
Management Processes are used in the present invention. FIG. 7 shows a distributed system comprising 
nodes 170-174. Other nodes may also be coupled to this network, as represented by dotted connection 175. 
Each node requires one or more resources to support it. During the configuration of, for example, node 171 , a 
40 Configuration Management Process (CMP) resident at node 171 utilizes one or more Resource Template 
Messages (RTM) and a Node Definition Message (NDM) and generates Resource Definition Messages to the 
Resource Server Modules (RSM) also resident at node 171. 

In general, a Resource Definition Message looks almost like a Resource Template Message, except that 
values in certain fields are different. This is because the values in certain fields are conditional upon node 
45 attributes in the Node Definition Message or upon the content of specified files in the file system. 

Node Definition Messages can be derived from Node Template Messages, just as Resource Definition 
Message are derived from Resource Template Messages. A Node Template Message is the generalization of 
all possible Node Definition Messages in the system. In this way several heirarchical layers of 
self-configuration of the operating system can be buiit. In the bottom layer there are elementary resources, 
so whereas in the higher layers more complex resource clusters can be configured. 

As explained above and in the accompanying flowcharts shown in FIGS. 9A-9D and described hereinafter, 
Resource Definition Messages are derived by making checks and substitutions from Resource Template 
Messages and a Node Definition Message. Using appropriate knowledge engineering techniques, an expert 
system could be utilized to derive Resource Definition Messages from more complex forms of Resource 
55 Templates and by also making inferences at run-time in additional checks and substitutions. 

If the Resource Template Messages and Node Definition Messages themselves can be generated by an 
expert system, this makes available a new dimension of configuration expert system heirarchies, with the 
configuration of run-time resources at the bottom level and configuration of product design at the higher 

60 FIG. 8 shows in flow diagram form how Resource Definition Messages are generated to a Resource Server 
Module. A Configuration Management Process 230 utilizes a Node Definition Message (which may be derived 
from a Node Template Message) and a quantity N of Resource Template Messages to generate a quantity M of 
Resource Definition Messages (M always being less than N). Then a Resource Server Modules 231-234 use 
the Resource Definition Messages to configure the various nodal resources. Examples of these modules are 

65 an Event Manager 231, a Console Manager 232, a Port Manager 233, and a Debug Manager 234. " 
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AU SSJ^^ "uZ opeTa«in S system comprise the Kerne,, the Process Manager 

th ^r^ — ^t. th. J.mP 

and it performs the process notifications and process creations using the services of the 
Process Manager Process, as specified by the Resource Template Messages. 

The Resource Definition Messages for initial node start-up are stored in cor 
access these configuration files, further operating system services must be mclucea in me scar.-up n,™ 
fnclud na fi e management services, the network interface module (NIM), and clock management. These 
bu IWn serltoes arf also started up by interpreting resource definitions by the Configuration 
Proems Nere is no difference between the representation and the interpretation - ^ — - rt«f,n,t,r,n S 
in the configuration files and for the built-in services other than that the latter on 
^'"configuration and process management services that are requested at node start-up time can be 
invoked late? at any time by sending standard request messages to these service processes. Therefore the 
operating system is dynamically ^configurable at run-time. Definition 

As described above, the Configuration Management Process at each node reads the Node Definition 
Message tor that node as well as a„ possible Resource Temp.ate Messages, 

Definition Messages for that node. Each Resource Server Module at the node utilizes the Re^u ce Deflnukjn 
Messages tl configure the resources which it controls. Therefore, each Resource Serve Module ls run-t,me 
cTnfLurable in accordance with the information contained within the Resource Definition Messages. 
C °tS SSn g a nL node or changing the features of a node does not require cha^s ,n^he configuration 

conSguTtL rule descriptions are represented in data structures (Resource Template Messages and Node 
De ^Z^^o beScS wS'an^h^ein configuration information, since tt is pc^.e to define 
default conditions in the Resource Template Messages and/or the Node Definition Messages 

Further both the Resource Template Messages and the Node Definition Messages can be easily read and 
processed without any pre-processing, other than checking for condition^ attributes. Tha is. both the 
Resource TeTpLe Message's and Node Definition Messages are presented in standard run-time message 
structures and no run-time syntax conversion of the configuration Information is needed. 

Th rconfigur a tion information represented by the Resource Template Messages and Node Defln, ,on 
Messaqes can be both fault tolerant and transparent to requesting processes The Resource Template 
Message files and Node Definition Message files can be stored cn more than multiple nodes to prov.de fault 

^TrTsvnchronization of configuration events can also be easily managed using the present invention since 
thJ nesouroe Template Messages may contain synchronization attributes. In s art.ng up the system certain 
resource S have to be brought up before others. For example, the Network Interface Module should be 
initiated before The rile management service, which in turn should be initiated before the event management 

S 7he e proper sequencing can be specified by attribute information in the Resource Template Messages. 
SP S Resource Template Message may identify events which must be reported to the Configuration 



; Resource Server Modules c 



OBI v« ,v,uuu,=, u .,i be moved among various configurations without affecting their 
implementation so long as the set of Resource Template Messages reflect the proper synch roniza on 
nterdTpendencles. This can be changed rnerely be altering the synchronization information m the Resource , 
Te^e Messages, rather than by having to alter the operating system code. This ,s a very important 
advantage in a distributed operating system. 

DESCRIPTION OF PROGRAM LISTINGS , , . „. 

Program Listings A and B contain a "C" language implementation of the concepts relating to the 
self-ccnfigurationf of nodes as described hereinabove. These concepts are also represented ,n flowchart 
form bv FIGS 9A-3D for the convenience of tha reader. . ... 

fTg 3A shows a flowchart illustrating the Initial Resource Processing module of the present invention, which 
moduieTs contained wrthin Program Listing A attached hereto. In decision block 160 

-oe to process is in this start-up phase. If YES, the routine proceeds to block 181 . where the 
s are checked in this node environment. In decision block 182 if the definition from the 
template can be created the routine passes to decision block 183; tf not it passes to decision block 188. 
n dPciaion block 183 if a new resource group is to be opened the routine passes to block 184, where the 
n decision block it a new resource g_ P h__ ^ ^ ^ whethef . the 



new resource group is inserted in tha list of resource groups, ai 



passes t< 



s part of other groups. In decisio 
i block 166. 



resource group is not to be opened, the routine 
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In decision block 186, if the resource is part of other groups the routine passes to decision block 188. If not, 
it passes to block 187 where the resource is instantiated (i.e. processes of Resource Server Modules are 
created, and Resource Definition Messages are created and sent to processes), in decision block 188 if there 
are no more resources in the list of templates, the routine proceeds to block 189 where the resource groups 
5 are instantiated. If there are more resources in the list of templates, the routine returns to decision block 180 
for further processing. 

FIG. SB shows a flowchart illustrating the Instantiate Resource module of the present invention, while 
module is also contained within Program Listing A attached hereto. In decision block 190, if the resource is to 
be synchronized the routine passes to block 191 , where the resource is enqueued for synchronization. If not, it 
10 passes to decision block 192. 

If the resource is enqueued for synchronization, after the specified synchronization event has been reported 
to configuration management, the routine is re-entered to proceed with processing this resource template. 

In decision block 192, if the resource template specifies any attribute the value of which has to be replaced 
by a given file content, the routine proceeds to block 193; else it proceeds to block 194. In block 193 the 
15 specified file is attempted to be opened in order to start substituting the attribute value by the fife content, and 
the routine exits. It will be re-entered to start processing the resource template again after the file has been 
read in and the attribute has been modified. 

In decision block 194, if the process to be created exists, the routine proceeds to decision block 1S7. It not, 
it proceeds to block 195, where an attempt is made to create it. In decision block 196, if the attempt at creating 
20 the process was successful, the routine proceeds to decision block 197. If not, it proceeds to block 203, where 
the resource creation is identified as failed, 

In decision block 197, if there are more processes to create, the routine returns to decision block 194, but if 
not the proceeds to decision block 198. In decision block 198, if the process to be notified exists, the routine 
passes to block 199, but if not it proceeds to block 203. In block 1 99 the resource definition message is derived 
25 from the resource template message, and the routine then passes to block 200, where the resource definition 
message Is sent to the process. 

Then the routine passes to decision block 201, where, if there are more processes to notify, it returns to 
decision block 193, but if not it proceeds to block 202, where the resource is checked to see if it is to be used 
to access more templates. 

30 FIG. 9C shows a flowchart illustrating a module to Derive Resource Definition Message from Resource 
Template, which module is also contained within Program Listing A attached hereto. In decision block 231, if 
there are attributes to be checked in the node definition or to be replaced by files, the routine passes to block 
233, where the resource template definition is duplicated. If not, the routine proceeds to block 232, where the 
resource message is made by duplicating the template, and then the routine exits. 

35 After block 233, the routine proceeds to block 234, where a check for. attributes is made in the node 
definition. In decision block 235, if a valid attributes is found in the node definition, the routine proceeds to 
block 236, but if not it proceeds to block 237. In block 236 the node attribute is used, and the routine proceeds 
to decision block 238. In block 237 the attribute is removed from the resource message. In decision block 238, 
if there are more attributes to check, the routine returns to block 234, but if not it proceeds to block 239, where 

40 it inserts all file contents that have been specified in the template as attribute values and that all have already 
been read in the memory. 

FIG, 9D shows a flowchart illustrating a module to Check Resource Attributes in this Node Environment, 
which module is contained within Program Listing B attached hereto. In decision block 210, if there is a node 
feature to check, the routine proceeds to decision block 211, but if not it proceeds to decision block 212. in 

45 decision block 211, if the node feature is present in the node definition, the routine returns to decision block 
210, but if not it proceeds to block 220, which returns a FALSE status. 

In decision block 212, if there is a bus address to check, the routine proceeds to decision block 213, but if 
not it proceeds to decision block 214. In decision block 213, if the address probe was successful, the routine 
proceeds to decision block 214, but if not it proceeds to block 221 , which indicates a resource creation failure, 

50 and hence to block 222, which returns a FALSE status. 

In decision block 214, if there is a process existence to check the routine proceeds to decision block 215, 
but if not it proceeds to decision block 216. In decision block 215,. if the process probe was successful, the 
routine passes to decision block 216, but if not it proceeds to block 221. 

In decision block 216, if there is a size compatibility to check, the routine proceeds to decision block 217, 

55 but if not it proceeds to block 218. In decision block 217, if the size check was successful, the routine 
proceeds to decision block 218, but if not it proceeds to block 221. In decision block 218, if there are more 
attributes to check, the routine returns to decision block 212, but if not it proceeds to block 219, which returns 
a TRUE status. 

60 Correlation of Flowcharts to Program Listings 
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Initial Resource Process inq Line Numbers in 

Program Listing A 



Resource to process in this startup phase 


53-58 




Check resource attributes in this ncde environment 
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Resource definition from template can be created 
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New resource group to open 
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Insert in list of resource groups 
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-280 


Check if resource is part of other groups 


62, 
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Resource is part of other groups 


65, 
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Instantiate resource 
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More resources in list of resource template 


67- 


-85, 
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Instantiate resource groups 
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Instantiate Resource Line Numbers in 

Program Listing A 

Resource to be synchronized 127 

Enqueue for synchronization 128, 248-249, 221-; 

Attribute to be replaced by file content 132, 606-634 

Substitute attribute value by file 133, 637-745 

Process to be created exists 139-141 

Attempt to create process 142-144 
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More processes to create 
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Derive resource definition message from resource 
template 

Send resource definition icessage to process 
More processes to notify 

Check if resource is used to access more resource 
templates 



143-144 

138 
165-167 

177 

176-178 

164 
191-199 



Derive Resource Definition Message 

from Resource Template 

Attributes to check in node definition 

Make resource message by tenplata duplication 

Duplicate resource template definition 

locate attribute to check 

Valid attribute found in node definition 

Use found node attribute in resource message 

Remove attribute from resource message 

More attributes to check 

Insert all files specified as attribute values 

Check Resource Attributes in this 

Node Environment 

There is nods feature to check 

Node feature is present in node definition 

There is bus address to check 

Probe of bus address is sucsoessful 

'There is process existence to check 

Probe of process existence is successful 

Size of. compatibility has to be checked 

Size check is successful 

More attributes to check 
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501 
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Line Numbers in 
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65-76 
90, 105, 120 ' 
98, 113, 128 
157, 169 
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it will be apparent to those skilled in the art that the herein disclosed invention may be modified in numerous 
ways and may assume many embodiments other than the preferred form specifically set out and described 



PROGRAM LISTING A 



: iniciaUy availabl 



I Processing of Resoure 

ini_nat(hrdcoded) 
:oded; 

rn void notifyO; 

-n void new_groupO; 
-n void rLs_groups(); 



:_in_queue = prv - (RES 
IniJiai->dlsCShandle,ru 



#if ICNCtlHI TRACE) 

printfC'resrc started Xs\n",Cet_triple(Xhandle ( CLSS,_ 

Send if 



hrdc = FALSE; 

if((hrdcodedSShrdc)| | <C !hrdcoded)&&( ! hrdc) ) ) < 
if Ccheck_rsrc<&handle)) < 

if (Get_triple(£handle,GRPC,_)) C 

new_g roup C Shand I e ) ; 
chec!c_in_grcups<Shandle); 
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m_openCh,fi te); 



handleCSht r h->msg_starr,_, TRUE); 
e Cpcrt = Nxt attr(Sh1,PCRT)> C 

if CstrcmpCstatus", Creprsg = CaU(NEXT,"Pracess_mgt", 

Maketnsg( WKEYSIZE-*scrten(pcrt:i+1G, "query", "name=#s; Joel", 
pert}, _,_>))) 

tmpL = Nxt aCTr(Sh1,THPL>; 

if <UHewProcess(pcrVtmpl,BiLS£, • ?, )>S& .. 

~(!Get triple(&h1,QPTK, ))) 



ii.PRQC CREATE FAIL] 



C!strcrap("sracus",(repms_ ... 

Hakemsg(4-2*KEYSIZE+srrLen(pni:f)+10 J "query", 

"nama=#s; loct" , pnef), , ));) C 
Ini_handle(4hrep,re.aT)sg,_,TRUE); 

ntfeonn = »< (CONNECTOR *} Get_triple(8hrep,CONM, )); 
if (opkwd = (keyword *) Gec_tri ple(h,0P ID ,_} ) 

Alt_triple<h,*opkwd,st2eof(ncfconn.pid) .Sntfconn.pi 
if Cmsid = (char ") Gec_tripte(h ,HSID,_) ) 
strcpy(msg_id,msid)7 ~ 

strcpy(msg id, "resource") ; 
Put(DiRECT,&ntf"conn, 

mefncpyC instmsgCh) ,msg_id,str len(msg_id)+1 )); 
( CRES_h'D w ) h->msg_startj->ntfpid = ntf conn.pid; 

else if (!Gec_tpipleC&h1,0PTW,_)) < 



bad rsrc(h,M( 
> 

; ree(repitisg); 
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D BOOT OEVJJSF 



e processing of a pendin 



id I e< ires Jid \ resmsg7^, KOFI X j SUSP ) ; 

Cupst = Nxt_attr(£res_hd,SYNC)) £ 
C!strarp<upst,upst_in)> 

Alt key(upst,UP); 

se < 



Ask for synchrc 



HSS_HAWDLE *h; 



"((keyword ») v} = 
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266 MSG_HANQLE * 



in ne«_group\n",Ge:_triplefh^CL5S,_'}); 
; = (RES_HD *) grpjst; 



ar *grp 1st; /* resource grcup I 



MSG_HANOL£ hgrp; 
boot in_a_group; 
boot grp_nnvd; 

f 10HCUHI TRACE) 



= (RES_HD • 

.lni_handl*(&h1,Cchar *) n 

if Ccheck_in_grp<&h1 ,h>) 
if nin_a_graup>_C^ 

hgrp~= hi; 



320 #if LOH ( 1 1 Ni_TRACE) 
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grp nttvd = TRUE; 
} 

) 

nxt_in_queue = nxt_in_queue-> 

Cin_a_groupU!grp_nwd) 

return(TRUE); 

returnC FALSE); 



static bool check_in_grp(hg,hc> 

MSG_HAHDLE *hg; /- group head handle \/ 

MSG_HAMOLE "he; /" component head handle '/ 

{ 

RES_H0 *nxt_in_lst; 

keyword keyw; " /* keywrd to mark grouo corrps * 

unsigned long marksz; /* size of the mark attribute * 

char "markg; /* per to mark attr in grp hd * 



keyw = *(<keyword *} 

= Gewripl 
= Get_tripl 

if {!strncirp{markg,HBrkc,(int) marksz}) C 

TRACE) . 

itfC'Ss match found in check_in_grp\rt",Get_triple<hg,CLSS,_>); 

msnr = (short *) Get_triple(hg,KSNR,J; 
Al t_tripleChg,MSHR, si zeofC short >,msnr); 
nxt_in_lst = <RE5_HD *) hg->msg_start; 

nxt in_lst->nxt cornp = (RES_HQ ") he- >msg_start; 
return(TRUE); 

. return(FALSE); 

) 

returnC FALSE); . 
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RES^HO «nxt_in_lst; 

nxt_in_lst = <(RES_HD *)' grp_lst) ->nxt_grp; 

Ini_handle<Sh,nxt_in_Lst,_,TRUe); 

#if 10HCUNI_TRACE> 

printfC'Xs in rts groups\n",Gac_tripte(&h r ClSS,_ 
Send if 

if (K(RES HO *} h.msg start) ^ntfpid) 

rLs_grpC&h); 
nxt_in_lst = nxt_in_lst->nxt_grp; 



R£S_HO 'J hg->msg_start; 
«h,ru«_in_lst,_,TRUE); 



Get next field with same keyword f 
(brand new handle assumed at the 

MSG_HANDLE -"h-^' ^ 
keyword keyw; 
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•i char *duprrtsg(); 

i boot attr naroeO; ' 

-i unsigned long Size tripled; 



Ini harriLe<&hO / dupmsg(h->nsg_starO,_,HOFtX|SUSP); 
.while (attr ref =■ (keyword ») Mxt_attr(«hO,SBST)) C 
if (lattr name((char *) attr ref)) 



* 1 , h - >msg s cart , _, F IX | SUSP > ; 
def = (keyword -) Nxt attrC&M,*i 
' ■ " ' »} attr_def))~ 



if (!node_res) 
il_tripLe(&hQ,"£ 



i handle(Sh2,node res, ,FIX|SUSP); 
C!Cattr_val = Hxt_attr(&h2, "attr def))) < 
l_tripteCfihO,*actr ref); 



hile (Del_triple<ShO,»atcr_ref» 

rfple(£hO,*attrVef ,Size_tn'ple(attr_val ) , at 



> 

Duplicate a message 

char *dupmsg<msg) 
C 

extern char *memcpy( ); 
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long Size_triple(val) 
jf (keyword); 



Check if triple 



555 char *p; 



i (va I, si zeof (keyword))); 
ii(p,k) 



all ascii = TRUE; . 
for~(i=Q;i<k;i^) 

if (!my isasci i (*Cp+ i 3 ) ) 

alt_ascii = FALSE; 

return(aU_ascii>; 



;>0x1f> && Cc<Qx7f) ) 



look for file tri 
open triple file 



Le_1 'n_msg(h , keypp, a 



24 



0 274 406 



extern boot attr nameQ; 
extern booi. aUasciiO; 
extern void AltJceyO; 

HSG_HANOLE hO, hi; 

keyword -attr_ref; 
char *path; 

if (lafter_read) 

file = FILE; 

else 

file = FIIO; 

if C! act r_na<ne( (char *> attr_ref) 

else { ...li 
[ni handleC&hl J h-xnsg_start ,_, r la | 
while (path = Nxc attrCShl ,'attr_ref ) ) 
if (7aUascii(path,strlen<pBth>)) ti 

('path = </>) ^ (strlen(path) > > < 
if (after read) 

Alt_s"ey<attr_ref ,HFIL); 

elSB Alt_key(attr_ref < FILO>; 
if (keypp) 

•keypp = *attr_ref; 
return(path); 



Hsg_parm(ocmsg, (char ") h->msg_srart) ; 
Put(HEXT,"Fi lejngc", opnsg); 



void cm_read(h,conr 
HSG HAHOLE *h; 
CONNECTOR *c 



i in Process_mgt 
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M5GINF0 msgfnfo; 
MSG_HAKDLE reshndt; 
char 'resmsg, *path, *file1; 
keyword keyp; 

Msg_fnfo(h->ms3_start,"irfnsginfo); 

I n i_h and IsCSj-eshnd I , resmsg , _f SUSP | HOP I X) ; 

path = f Ue^njnsgC&reshndl.Skeyp.TRUEJ.- 
Add^.trfpteCh.KEYP.sizeofCkeypjrSkeyp}; 
*C(char-*») path) = h->msg_start; 
Att_k.ey(path,FHRP); 

if < ! Get_triple(&reshndl , FIL0,_) ) 

if (!Get tripleC&reshndl.BADF, )) 

notifyC&reshndt); 



ireshndl , F I L£_READ_ERRGR) ; 



690 MSG HANDLE *h; 

691 C " 

692 extern void Alt keyO; 

693 - 

694 MSG_HANDLE hres, hfmrep 

695 char "fmrep, **fmrepp; 

696 char *fdata; 

697 char *fptr; 

69S unsigned long fdsize; 

699 keyword *keypp; 
700 

701 if {Get tripleCh,FKRP, 

702 Ini~handle(Shres,h- 

703 while (frnrepp = <ch 
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fmrep = -frorepp; ,j Vlorctl , 
ini hardle<&hfmrep, fmrep, _,FIX|SUSP), 
fdata = Get triple<&hfnirep,DATA,&fdsiie); 
keypP = (keyword -> Cet,triple(Shfmr e p,KEYP.. 
Add_t rj pt e< h , "Vceypp , f ds i ze , f da ca ) ; 

y 

Ini handLe(Shres,h->msg_start,_, FIX [SUSP: 
While {fptr = Hxt attrahres.HFID). 
whUe uptr _ Alt _ ke yCfptr,FIU=: 

' Ini handte;S,hres,h->msg_start,_,FlX|SUSP. 
while <Oel_tripleC&hrea t FMRP}) 



MSGINFO msginfo; 
MSG HANDLE reshndl; 
char *resrosg, 'path, *req; 
keyword keyp; 



■ecurnCTRUE); 



id I resmsg,_,SUSP|NOF!X)} 
n msg«reshndl.,&keyp,TRUE)) 
Alt SceyC path, BAD F); r 
reiurnCTRUE); 



returnt FALSE); 
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PROGRAM LISTING B 




■eturn< FALSE); 
:olved = FALSE; 

_handleC&M,node_res, , F IX | SUSP 3 ; 
le (node_feat = Hxt_attr(Shl , FEAT) ) 
: ( IstrcrnpCnode f eat7res_f eat ) ) C 
resolved = TRUE; 



-esotved) C 

Free(hsub.rrtsg_5tBrt ); 
jrnC FALSE); 



check on txjs address existence 

if CCClong ») chclc) = 8 ADR) C 

. IN I_TRACE) 

printfC'Xs to be. checked on B 



!ni_handle(Sh!,hsub.msg_start,_,FIX|SUSP) 
whiLe'Cbadr = Hxt attr<&h1 ,BADR)) 

if CIKprobe(MP HDS , T ( (uns igned tang *) badr) 



bad_rsrc(h,BADRJJONEXT); 
returnC FALSE )7 



click) == YADR) C 

5 checked on BADR\rr", Get_tri pi e<h ,CLSS , __) ) ; 

Ini handle(&h1,hsub.msg start ,_, FIX [SUSP) ; 
while (badr = Nxt_attr<Sh1 , YAOR) ) 

if (!Hprobe(HF RDB,"«unsigned Long ») badr) ,Sdontcare ) ) C 
bad_rsrc(h,BAORJ)ONEXT); 

returnCFALSE)" 

> 

se if (-(Cleans *> chck) == NAOR) < 



i BAOR\n",Get_tripleCh,CLSS,_)); 



iandle(£h1,hsub.msg start, _,FIX| SUSP) ; 
5 <badr = UxC actrCihl.HAOR)) 

if (Mprobec;HP_R08, "((unsigned long ') badr),Sdor 
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check on consistency of s 



if C!eomptbl_size(h,*cao 



-cCh.UO SIZE_T0_CKECSO; 
;nsub.msg_start); 
Ti(fALS£>; 

size)}) C 



1Slib.IT 



SIZE); 



le(Sh1,hsub.nisg_st3rt,_, FIX|SUSP); 
_name = Kxc_attr<Sh1 ,PROC)) 

if fstrcmp("5tatus",Crecfflsg = CattCMEXT, »Pn 
C2"2*)CETSIZE^strien<p_name)-i-1 , "query", "ni 



h,PROC_WON£XT); 



Free(hsub.msg_s 
return(FALSE); 



s_mgt",Maken>sg 
C_EXIST); 



1. In a distributed data processing system comprising a plurality of interconnected nodes (170-174 
FIG. 7), at least one of said nodes (170) comprising a set of resource configuration rules for configuring 
50 resources on any node of the system, a method of configuring resources for a specific node of said 

system (171), said method comprising the steps of: 

a) providing to said specific node a resource definition message; and 

b) utilizing said resource definition message to configure a resource sever module for each 
resource type needed by said specific node. 

55 2. The method of configuring resources recited in claim 1, wherein said resource definition message is 

derived from a resource template message which defines the attributes of a resource for ail anticipated 

3. The method of configuring resources recited in claim 2,- wherein a plurality of resource template 
messages provide said set of resource configuration rules for said system. 
SO 4 - The method of configuring resources recited in claim 1, wherein said one node comprises a plurality 

of resource server modules. 

5. In a distributed data processing system comprising a plurality of interconnected nodes (170-174 
RG.7), a method of configuring resources for one of said nodes (171), said method comprising the steps 

65 a ) providing in said one node a configuration management process; 
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b) providing to said one node a node definition message which defines a configuration for said ons 
node: 

c) providing to said one node a plurality of resource template messages which represent a set of 
generic configuration rules: 

ci) using said configuration management process, said nods definition message, and said 
resource template messages to create a resource server module for each resource type required by 
said one node: 

e) providing to said resource server module a resource definition message: and 

f) using said resource definition message to configure said resource server module. 

6. The method of configuring resources recited in claim 5, wherein said node definition message is 
derived from a node template message which defines the possible attributes of a node for all anticipated 
types of nodes in the system. 

7. The method of configuring resources recited in cfaim 5, wherein said resource definition message 
can be derived from a resource ternplale message which defrn&s the possible attributes of a resource for 
all anticipated node environments. 

8. The method of configuring resources reched in claim 5, wherein s. 
generated by an expert system in response to at least one resource templat 
node definition message. 

9. The method of configuring resources recited in claim 5, wherein said resource template message is 
generated by an expert system. 

10. The method of configuring resources recited in claim 5, wherein said node definition message is 
generated by an expert system. 
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NOTE DEFINITION 
MESSAGE 



W RESOURCE 

DEFINITION MESSAGES 



RESOURCE 
SERVER 

• MODULES 
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182 



180 



/ RESOURCE TO PROCESS \ NO 

\ln this startup phase / 
[yes 



CHECK. RESOURCE ATTRIBUTES ~" 
IN THIS NODE ENVIRONMENT 



DEFINITION FROM TEMPLATEx NO 
CAM BE CREATED 



YES 



NO / NEW RESOURCE 
.GROUP TO OPEN 



1 



YES 



INSERT IN LIST OF 
RESOURCE GROUPS 



184 



CHECK IF RESOURCE IS 
PART OF OTHER GROUPS 



/ RESOURCE IS PART\ YES 



X OF OTHER GROUPS S~ 
186 ^ -i ■ ' 



187 



YES 



^INSTANTIATE RESOURCE 



MORE RESOURCES 

UST OF TEMPLATES 



Fx 

188 



INSTANTIATE RESOURCE 
GROUPS 



0 27 4'^ or 



192, 



ATTRIBUTE TO BE 
REPLACED BY 
RLE CONTENTS 



NO 



L YES 



SUBSTITUTE ATTRIBUTE 
VALUE BY RLE 



203 



RESOURCE CREATION 
FAILURE 



no / resource to be\ 

X SYNCHRONIZED / 
190 \ ' 



191 



ENQUEUE FOR 
SYNCHRONIZATION 



"TJT 



/pROCESs7o~BE\ YES 
/■^CREATED EXISTS / 



194 

1 NU 

A ATTEMPT TO CREATE 
195 ! p — ^ 



NO 



PROCESS CREATION 
SUCCESSFUL 



196 



> 



YES 



/more processes/ yes 
\ to create / 



NO 



process to bev 
no tsred exists / 

Iyes 



200 



DERIVE RESOURCE DEFINITION 
MESSAGE FROM TEMPLATE 

$ 



SEND RESOURCE DEFINITION 
■ MESSAGE TO PROCESS 



201 



MORE PROCESSES 
TO NOTIFY 



> 



YES 



202 



CHECK IF RESOURCE USED TO 
ACCESS MORE TEMPLATES 



9JB 



2^ 



027<4^0f 



231 



/attributes to check\ yes 
\ in node definition / 



232 



MAKE RESOURCE MESSAGE 
BY TEMPLATE DUPLICATION 



"X" 



DUPLICATE RESOURCE 
TEMPLATE DEFINITION 



234 



LOCATE ATTRIBUTE 
TO CHECK 



VALID ATTRIBUTE FOUND 
IN NODE DEFINITION 



YES 



USE FOUND NODE ATTRIBUTE 
IN RESOURCE MESSAGE 



REMOVE ATTRIBUTE FROM 
•RESOURCE MESSAGE 



. 238 



/MORE ATTRIBUTES 
X, TO CHECK 



INSERT ALL FILES 
SPECIFIED AS 

ATTRIBUTE VALUES 



+ 
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NO / NODE FEATURE 
TO CHECK 



21 1 



YES 



> 

x 210 



Xnode feature present\ yes_ 
\ in node definition / 



NO 



1_ 



no / bus address' 



212 



| RETURN FALSE 



YES 



Xprobe addressXno 



\ SUCCESSFU 



YES 



NO X SIZE COMPATl BILITY 

X TQ CHECl< 



214 



215 



YES 



SIZE CHECK \ NO 
SUCCESSFUL / 



YES 



NO /process existence' 



TO CHECK 



217 



probe process\ no ' 

SUCCESS FUL / 



YES X mORE ATTRIBUTES 
TO CHECK 



\ NO 



x 218 
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